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Amendments to the Claimst 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 
Listing of Claims: 

Please amend claims 1-8 as follows: 

1 . (cun-ently amended): A method of preventing a flooding attack on a 
network server in which a large number of connectionless datagrams are received for 
queuing to a port numbor on the network server, comprising: 

determining, In response to the arrival of a connectionless dataoram from a host 
for a port numbo f on the network server, if the number of connectionless d atagrams 
already queued to the port number f rom the host exceeds a prescribed threshold^; anclr 

discarding the datagra m, if the number of connectionless datagram already 
Queued to the port from the host exceeds the prescribed threshold: and 



Queuing the connectionless datagram to a queue slot of the port, if the number of 
connectionless datagram already Queued to the port from the host does not exceed the 
prescribed threshold . 

2- (currently amended): The method of claim 1 wherein the determining if 
the number of datagrams already queued to the port numbor f rom the host exceeds a 
prescribed threshold further comprises: 

calculating the prescribed threshold by multiplying a percentage P by the number 
of available queue slots for the po rt numb € >f . 
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3. (currently amended): Apparatus for preventing a flooding attack on a 
network server in which a large number of datagrams are received for queuing to a port 
number on the server, comprising: 

means for determining, In response to a datagram from a host for a the port 
number on the network s erver If the number of datagrams queued on the port by the 
host exceeds a prescribed threshold?;-aA4 

means responsive to the determining means for discarding the datagra m, if the 
number of datagrams Queued on the port bv the host exceeds the prescribed threshold: 
and 

means for queuing the datagram to a queue slot of the port. If the number of 
^ datagrams queued on the port bv the host does not exceed the prescribed threshold . 

4. (cun^ently amended): The method apparatus of claim 3 wherein the 
means for determining if the number of datagrams already queued to the port from the 
host exceeds a prescribed threshold further comprises; 

means for calculating the prescrit)ed threshold by multiplying a percentage P by 
the a number of available queue slots for tiie por t number . 

5. (currently amended): A storage media containing program code- 
s e gm e nts that is operable bv a computer for preventing a flooding attack on a network 
server in which a large number of datagrams are received for queuing to a port number 
on frie network server, the program code including instmctions for causing the computer 
to execute the steps of comprising : 
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a firot oodo oogmont aotlvatod I n rooponoo to a datagram from a hoot for a port 
number on the sorver for determining if the number of datagrams already queued to the 
port from the host exceeds a prescribed threshold, in resoonse to a datagram from a 
host for the oort on the network server: aftd 

a Qooond oodo oogmont roopono?vo to tho f i rot oodo sogmont for discarding the 
datagra m, if the number of datagrams already queued to the port from the_S_hQ_st_ 
exceeds the prescribed threshold: and 

Queuing the datagram to a Queue slot of the port, if the number of datagrams 
already gueued to the port from the S host does not exceed the prescribed threshold - 

6. (currently amended): The storage media of claim 5 whoroln tho first code 
sogmont further comprise sing the step of : 



a third codo SGgment foF-c alculating the prescribed threshold by multiplying a 
percentage P by 4he a number of available queue slots for the po rt numb e r . 

7. (currently amended): A carrier wave containing program code oogmonto 
that is operable by a network server f or preventing a flooding attack on a the network 
server In which a large number of datagrams are received for queuing to a port ft umbor - 
on the server, the program code including Instructions for causing the network server to 
execute the steps of compris i ng : 

a f i rst code segment act i vated i n rooponoo to a datagram from a host for quo tri ng - 
to a port numb e r on the servor for determinin g, in response to receipt of a datagram 
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from the host for guGuing to the port on the network server. If the number of datagrams 
already queued to the port from #ie a host exceeds a prescribed tiiresholdri af>d 

a socond code segment rosponoivo to tho frrot codo oogmont for discarding the 
datagra m, if the number of datagrams already gueued to the port from the host exceeds 
the prescribed threshold: and 

gueueino the datagram to the port, if the number of datagrams already Queued 
to the port from the host does not exceed the prescribed threshold . 

8. (currently amended); The carrier wave of claim 7 wherein tho f i rot oodo 
se gm e nt the program code further includes instructior^s for causing the network server 
to execute the step of further oompr i GOG : 



a third codo oogmont for calculating the prescril>ed threshold by multiplying a 
percentage P by ^ a number of available queue slots for the por t -f^ umbof . 



9. (new): The method of claim 1 further comprising: 

configuring a maximum number of connectionless datagrams allowed to be 
queued at the port. 

10. (new): The method of claim 9 wherein the configuring step further 
includes configuring a controlling percentage of available queue slots remaining for the 
port; and 





Please add the following new claims: 




6 



PAGE 8/20 * RCVD AT 2/1212004 10:14:36 AM [Eastern Standard Tta^^ 



FEB 12 '04 10:23 ^^BM RTP LEGAL DEPT 919 254 4330 ^fcl703872930S P. 09/20 



wherein the prescribed threshold is based on the controlling percentage of 
available queue slots remaining for the port. 

1 1 . (new): The method of claim 1 wherein the port comprises a plurality of 
cjueue slots, the method further comprising: 

maintaining a number of available queue slots of the plurality of queue slots for 
the port. 

12. (new): The apparatus of claim 3 further comprising: 

a means for configuring a ma)dmum number of connectionless datagrams 
allowed to be queued at the port. 

1 3. (new): The apparatus of claim 1 2 wherein the means for configuring 
further comprises configuring a controlling percentage of available queue slots 
remaining for the j^ort 

14. (new): The storage media of claim 5 wherein the computer Is the network 

server. 
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